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NOTICE TO THE PROFESSION

TO: Members of the Law Society of Nunavut and Students-at-Law
DATE: October 13, 2025

SUBJECT: Cyber Security

Legal professionals are prime targets for cybercriminals due to the sensitive and valuable
nature of the data they manage.

In light of increasing cybersecurity threats and recent breaches affecting legal professionals
and organizations worldwide, the Law Society of Nunavut issues this Notice to remind all
Members of their duty of confidentiality and technological competence. Members have
ethical and professional obligations to safeguard client information and maintain the
confidentiality, integrity, and availability of their systems and data.

There has been reports that members of the Law Societies of Nunavut and of the Northwest
Territories are experiencing cyberattacks including impersonations of websites, emails and

mail. Letters are being sent to individuals in the United States, fraudulently under the name
of a member. All cyber security attacks, including If you become aware of your name being

used in a fraudulent manner, must be reported to the RCMP.

If members of the Nunavut bar are insured by the Canadian Lawyers Insurance Association,
the reporting requirements can be found here.

CLIA offers Advice of Fake Websites and Understanding and Combating Social Engineering.

Recommended Cybersecurity Best Practices

To mitigate the risk of cyber incidents, members are urged to implement the following best
practices:

1. Access Control & Authentication
¢ Use strong, unique passwords and enable Multi-Factor Authentication (MFA) on all
accounts.
e Limit access to sensitive data based on roles and responsibilities.

2. Data Protection
¢ Encrypt sensitive data both in transit and at rest.
¢ Regularly back up data using secure, offline or cloud-based solutions.



https://www.lawsociety.nu.ca/en/insurance-coverage?language_content_entity=en
https://urldefense.proofpoint.com/v2/url?u=https-3A__lawsociety.us1.list-2Dmanage.com_track_click-3Fu-3D28775f0b4503f8bc14a1de7d0-26id-3D41d0436269-26e-3Dd90a7d0e41&d=DwMGaQ&c=euGZstcaTDllvimEN8b7jXrwqOf-v5A_CdpgnVfiiMM&r=eBYJWhNJKA4yY3gVIfDuprZ2qfpWh6uxtAX_l79Bpa0&m=dQsc4lX_ymI4uCB9rVazm7-nMNfvKRsVxIh4PpTNVlouzAbOu2lwDvh4oRarKwVv&s=FAcYxpMlTL6RXf9rnW3TX-GLXtJPI_D1qK2sEQs4IUc&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__lawsociety.us1.list-2Dmanage.com_track_click-3Fu-3D28775f0b4503f8bc14a1de7d0-26id-3De2246b59f4-26e-3Dd90a7d0e41&d=DwMGaQ&c=euGZstcaTDllvimEN8b7jXrwqOf-v5A_CdpgnVfiiMM&r=eBYJWhNJKA4yY3gVIfDuprZ2qfpWh6uxtAX_l79Bpa0&m=dQsc4lX_ymI4uCB9rVazm7-nMNfvKRsVxIh4PpTNVlouzAbOu2lwDvh4oRarKwVv&s=hwD0h7BsQ-37jSiI3hc4-pPSMdp4yVy5dwNaFg-meSk&e=

3. Software & System Updates
o Keep all operating systems, applications, and firmware up to date.
e Enable automatic updates where possible.
4. Email & Communication Security
e Bevigilant for phishing attempts and suspicious attachments or links.
e Use encrypted email services or secure client portals when sharing confidential
information.

5. Staff Training & Awareness
¢ Review the security Tidbits from the e-News and other sources; sign-up for upcoming
continuing legal education events hosted by the Law Society of Nunavut.
e Encourage a culture of security and proactive reporting of suspicious activity.

6. Backups
e Conductregular weekly backups of data, stored offsite.
e Ensure to test backups or utilize a system to confirm successful completion of the
backups.

Additional Resources
The following resources can be utilized for more training and tips to protect your data.

General Cyber Security Information
e C(Clia Cyber Security Training
e Password Security

e Data Security

Working Remotely — How to Stay Secure
e Guidance on Public Wifi
e Cyber Security at home and in the
office
e Securing your device with Multi-
Factor Authentication

Data Protection
e Tips for backing up your
information
e Updating Software — Why it’s
important
e How updates protect your device



https://www.clia.ca/loss-prevention#cyber
https://www.lawsociety.nu.ca/en/news/continuing-legal-education-cle
https://www.clia.ca/not-so-risky-business/cyber-security-awareness-month?rq=cyber%20security
https://www.getcybersafe.gc.ca/en/blogs/how-strong-your-password-five-ways-evaluate
https://lians.ca/resources/risk-and-practice-management/practice-management/836-2/
https://www.getcybersafe.gc.ca/en/secure-your-connections/public-wi-fi
https://www.cyber.gc.ca/en/guidance/cyber-security-home-and-office-secure-your-devices-computers-and-networks-itsap00007
https://www.cyber.gc.ca/en/guidance/cyber-security-home-and-office-secure-your-devices-computers-and-networks-itsap00007
https://www.cyber.gc.ca/en/guidance/how-updates-secure-your-device-itsap10096
https://www.cyber.gc.ca/en/guidance/how-updates-secure-your-device-itsap10096
https://www.cyber.gc.ca/en/guidance/tips-backing-your-information-itsap40002
https://www.cyber.gc.ca/en/guidance/tips-backing-your-information-itsap40002
https://www.getcybersafe.gc.ca/en/blogs/software-updates-why-they-matter-cyber-security
https://www.getcybersafe.gc.ca/en/blogs/software-updates-why-they-matter-cyber-security
https://www.cyber.gc.ca/en/guidance/how-updates-secure-your-device-itsap10096

